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	1. INTRODUCTION

	This guidance note will aid and assist you in the creation of localised lockdown procedures for sites under your control. A template form to assist with the establishment of the lockdown procedure is included as an appendix to this document. 

This guidance note has been produced in line with information from the Wales Extremism and Counter Terrorism Unit (WECTU) and the National Counter Terrorism Security Office (NaCTSO).


	2. PURPOSE OF LOCKDOWN PROCEDURES

	The aim of lockdown is to prevent people moving into danger areas and preventing or frustrating the attackers accessing a site (or part of). It is recognised however that due to their nature, some sites may not be able to achieve lockdown.

This note will provide you with guidance to develop localised lockdown procedures for your site. It is not possible to give specific site information due to a number of differences between sites, but following the attached template will aid you in the development of these procedures. The actions contained within the lockdown procedure should be a proportionate response to a potential threat.

The lockdown procedure should seek to minimise disruption to the setting and hold the safety of people in the highest regard. The procedure will aid in effective decision making depending on the type of incident occurring. 


	3. CREATING A LOCKDOWN PROCEDURE

	Your lockdown procedure shall reflect a range of reasonably foreseeable scenarios. A “worst case scenario” approach should be adopted during the establishment of the final document. It may be pertinent to note that a lockdown should only be initiated in response to a situation that requires the isolation rather than the evacuation of the persons on site.

A lockdown procedure shall be developed to reflect a number of scenarios including:

· A report of an incident or civil disturbance within the local community, which may pose a potential risk to the people and building.

· An intruder on site grounds with the potential to pose a risk to the people and building.

· A warning regarding the risk of air pollution being received (gas cloud/smoke plume) being received.

· A major fire in proximity to the site grounds.

· A dangerous dog in proximity to the site grounds.  (not an exhaustive list)
During the completion of the template, consideration must be given to:

· Access to site bell controls to raise an alarm in an emergency.

· Internal communication methods – Walkie-Talkies, messenger, mobile phones, text messages, internal email etc.

· The proximity and layout of site buildings.

· Age of people on site.

· Disabled people.

· The geographical location of the site. (not an exhaustive list)

	3. CREATING A LOCKDOWN PROCEDURE 

	Example principles that could be included in your lockdown procedures are:

· Staff being alerted to the lockdown procedure being activated by a recognised and clearly communicated signal, which should be receivable throughout the site. (E.g. alarm, email, text message etc.)

· Display lockdown drill information alongside fire drill information.

· People (staff, visitors, pupils etc.) outside of site buildings to be brought inside as quickly as possible.

· People inside of site buildings to remain inside the room.

· All external doors and windows to be locked where necessary.

· Internal doors to be locked where necessary, dependant on circumstances

· Once lockdown has been initiated, staff should notify the administration office immediately of any people not accounted for, and instigate an immediate search for the missing people if safe to do so. 

· People encouraged to remain calm at all times.

· Sites should contact the emergency services as soon as possible where necessary.

· Parents should be notified, where necessary, as soon as possible via the chosen method of communication by the site, Pupils should not be released to their parents/carers in the case of a school lockdown.

· If it is necessary to evacuate the building during the lockdown, the fire alarm will be sounded (this should be different to the initial lockdown alarm)

· Staff should await further instructions.

All members of the Senior Management Team (Teaching, Non-Teaching and admin staff in the case of schools) must be familiar with the procedure. A mock site lockdown should be undertaken at least once a year to ensure that this is the case. It may also prove effective to conduct tabletop exercises within the senior management team to test the different procedures against their corresponding scenarios, along with the full site rehearsal of the procedures.

Next of kin should also be made aware that the site has a lockdown plan, but not to circulate the plan to parents due to the procedure being rendered ineffective if it were to fall into the wrong hands. This procedure and it’s information should be marked as [OFFICIAL – SENSITIVE]
Following an incident where it has been necessary to implement the lockdown procedure, the incident must be recorded on NPT’s Online Accident Reporting System (OARS) by a member of the senior management team at the site. 

The incident record OARS system should ideally be completed within 24 hours of the incident occurring, to allow the log to contain as much detail as possible. The lockdown procedures should also be evaluated at this time to consider whether they are fit for purpose. It must then be amended accordingly. Action points discussed during the completion of the OARS record are to be completed within the agreed timescale. Lockdown procedures must be reviewed annually or following an incident.


	4.  FULL OR PARTIAL LOCKDOWN COMMUNICATION

	A site may also want to adopt differing degrees of lockdown (partial or full) depending on the scenario. 

Partial lockdown could be used in the event of reported incident of civil disturbance or a risk of air pollution. Some actions that could be taken during a partial site lockdown would be as follows (please be aware that these are only suggestions):

· Outside activity to immediately cease. Persons to return indoors. Contact responsible persons using established and predetermined communication methods.

· People to remain indoors with external doors and windows locked.

· Free movement may be permitted within the building, dependent upon the circumstances.

· Once people are indoors, senior staff/nominated persons are to conduct an ongoing and dynamic risk assessment based on advice gained from the emergency services.

· Communicate the risk assessment and advice to staff. 

· Partial lockdown should be seen as a precautionary measure which puts the site in a state of readiness should the situation escalate further, but retaining a degree of normality within the site.

Full lockdown could be used either as a response to an immediate threat to the site environment or as an escalation of partial lockdown. Some actions that could be taken in the event of a full lockdown could be as follows (please be aware that these are only   suggestions):

· Persons and Visitors to return to agreed locations on site.

· External doors, windows to be locked, and blinds drawn.

· Internal doors to be locked where staff members, with a key, are present.

· People to sit quietly and out of sight (under a desk or around a corner, away from any windows.)

· Register of all persons to be taken. 

· Site to remain in full lockdown until informed otherwise, by a senior member of staff or the emergency services.

· If the fire alarm sounds, evacuate the building when it is safe to do.

· Staff are to keep the agreed lines of communication open. Staff are to refrain from making unnecessary calls to senior management or the administration office, as this could delay or hinder important communication, (internal email accessible on smartphones, tablets etc.).

Sites should be in a position that if an incident occurs, an immediate response is available. This, combined with relevant, established and current evacuation procedures, will inevitably assist the site in response to an incident. Sites should also consider the establishment of a lockdown procedure in the event of an incident occurring away from site (on a site trip of any length, locally or abroad) along with any risk assessing that is carried out prior to departure.

The site lockdown procedure should be reviewed annually, or following an incident, to evaluate whether the procedure that has been developed, is fit for purpose.


	5. COMMUNICATION

	Emergency Services 

It is vital to keep all lines of communication open during lockdown. The emergency services are in the best position to offer advice and guidance as any potential incident progresses. The site grounds may be cordoned off by emergency services, dependent on the scale and seriousness of the incident. The emergency services will also act as a support to the Nominated Persons regarding communications and ending the lockdown.

Next of Kin Where Applicable 

In the unlikely event that a site lockdown should occur, it is highly advised that parents and carers be contacted as soon as possible, and that they be informed of any developments during the incident. Parents and carers will be understandably concerned at this time, but regular communication of up to date and accurate information should aid in alleviating the worry and anxiety that they are facing.

Next of kin should be provided with adequate information about what has happened, what is currently happening, and what will happen as the situation progresses. 

Next of kin should:

· Be reassured that the site has understood their concern for their child/person in their care. All effort is being made to ensure that the child/person’s safety and welfare is being looked after. 

· Refrain from contacting the site during this time as calling the site during the incident requiring lockdown could hinder telephone communications with emergency services.

· Avoid visiting the site during this time, as this could obstruct access to the site by emergency services. This could also place the parent or carer in danger themselves. Wait for instruction from the site advising them that it is safe to collect their child/person in their care, and at which exit point this will be safest to do so from.

NB: Next of kin should be informed that the site is in lockdown and of the implications associated with this.




	6.  RESPONSIBILITIES

	Corporate Directors

Corporate Directors shall be responsible for the overall implementation of this Corporate Procedure.

Heads of Service

Heads of Service shall be responsible for the day-to-day implementation of this Corporate Procedure and will ensure the provision of the necessary resources to ensure a safe system of work, comply with the requirements of this procedure and the regulations.

Governing Bodies of Sites Maintained by Local Education Authority

There is a shared overall responsibility for Health, Safety and Welfare between the LEA, Governing Body and Headteacher.

Managers/Team Leaders/Headteachers
Managers/Team Leaders/Headteachers are responsible for ensuring the implementation of this Corporate Procedure within their workplaces.

Employees 

Employees have a personal responsibility to protect themselves from risks associated with work. Employees are responsible for ensuring that they raise any concerns with their Manager/Team Leader/Headteacher and follow instructions given to them to minimise the risks.

Corporate Health and Safety Section

The Corporate Health and Safety Section (CHSS) will provide advice and guidance in order to ensure compliance with legislation and associated guidance.
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	LOCKDOWN PROCEDURE TEMPLATE FORM

	SIGNALS
	COMMENTS

	Signal for Lockdown 

	3 ring sounds on alarm – alarm system in school clerk’s office.

	Signal for all-clear 

	1 long ring sound on alarm.

	LOCKDOWN                                                     
	COMMENTS

	Rooms most suitable for lockdown 

	All pupils to remain in own classroom if possible or go to nearest hall if not possible


	Entrance points (doors, windows) which should be secured 

	External doors including kitchen, hall, corridors 
Fire doors

Internal doors

All windows

	Communication arrangements 

	Classroom telephones
Mobile phones

	Notes: 
	If someone is taken hostage on the premises the school should seek to evacuate the rest of the site

	INTIAL RESPONSE-LOCKDOWN                    
	TICK/SIGN/TIME

	Ensure all staff are inside the building. Alternatively, ask staff to hide or disperse if this will improve their safety 

	Class teachers / TA’s responsible for own class
To take cover under desks and tables or move to corridor/hall if deemed the safer option

	Lock/secure entrance points (Doors, Windows) to prevent the intruder entering the building.


	Nursery /Reception staff to secure their class
 Childcare staff to secure their part of the building
Admin staff to secure main office building

HT to oversee all buildings

	Dial 999. Dial once for each emergency service that you require.


	Admin staff to dial 999 or /HT via mobile if required


	INTIAL RESPONSE-LOCKDOWN                    
	TICK/SIGN/TIME

	Ensure people take action to increase protection from attack:

· Block access points (e.g. move furniture to obstruct doorways.)

· Sit on the floor, under tables or against a wall

· Keep out of sight

· Draw curtains/ blinds

· Turn off lights

· Stay away from windows and doors


	Staff assigned to key areas and classrooms as per class they are teaching
If outside, staff and pupils to return to own classrooms and continue with lockdown

Make rooms secure

Keep pupils safe and out of sight

Make external impenetrable

No lights where applicable

Shut blinds where applicable

No movement in windows

	Ensure staff and visitors are aware of an exit point in case the intruder does manage to gain access. 


	Keep emergency routes clear in case of need to exit building quickly

	If possible check for missing/injured staff and visitors.


	Keep and check emergency fire list to ensure all pupils present

	Remain inside until an all clear has been given, or unless told to evacuate by the emergency services.


	Keep mobile phones nearby and listen to further instruction


	INTIAL RESPONSE-LOCKDOWN                    
	TICK/SIGN/TIME

	Ensure people take action to increase protection from attack:

· Block access points (e.g. move furniture to obstruct doorways.

· Sit on the floor, under tables or against a wall

· Keep out of sight

· Draw curtains/ blinds

· Turn off lights

· Stay away from windows and doors

Class Teachers responsible for own class
	

	Ensure the pupils, staff and visitors are aware of an exit point in case the intruder does manage to gain access. 


	

	If possible, check for missing/injured pupils, staff and visitors.


	

	Remain inside until an all clear has been given, or unless told to evacuate by the emergency services.
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